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Social Media Policy
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1.0 Introduction 
Social media is a powerful tool to support the ICB’s work in communicating and engaging with partners, stakeholders and the wider public.  It can provide helpful and timely information about what we do, the services we commission and how people can proactively look after their own health. 
The ICB uses social media in order to:
· raise the profile of the ICB amongst the local population, increasing awareness of the role of the ICB in planning, organising and monitoring local health services
· pass useful information about health services and health messaging generally, to encourage the sharing of this information amongst targeted groups, and to counter misinformation
· provide urgent or emergency messages relating to the availability of health services or to support business continuity
· support ongoing conversations with local people and other stakeholders around services and service change – with the potential to strengthen feedback and support informed debate
· provide a route for people to contact us with feedback or enquiries
· gather information about what's happening in our communities, with our partners and beyond
· promote NHS careers.
By providing clear advice and guidance, the objective of this policy is to make sure that Hertfordshire and West Essex ICB employees and representatives can use social media positively, to further the goals of the organisation, in a way that protects them, the public, other staff and the reputation of the ICB, ICS and the wider NHS. 

1.1  Definitions/explanations of terms used
Online forums: instant messaging and chat websites.
Social media: websites and applications that enable users to create and share content or to participate in social networking.
Corporate social media account: social media accounts for which the ICB is named as the owner of the account. 
Staff member or team/service/programme professional account: a social media account whereby the user identifies themselves as a member of ICB staff or an ICB representative, and posts about their work at the ICB. The purpose of a professional account is to engage with a specific professional or public audience, to raise the profile and awareness of the ICB’s work. 
Personal account: a social media account used by a member of ICB staff, which is not recognised by the ICB for use to publish posts related to their ICB work. 

1.3 Responsibilities and Accountabilities
The ICB’s communications and engagement team runs the corporate HWE ICB ‘X’ (formerly Twitter), Facebook and Nextdoor accounts. The ICB also uses YouTube and has a LinkedIn profile.
The communications team will update and monitor these accounts in accordance with agreed monitoring arrangements. The Deputy Chief of Staff with responsibility for communications and engagement is responsible for overseeing these arrangements and ensuring that team members have the support and guidance they need. 
Any new corporate or team/programme/service social media accounts must be approved by the communications and engagement team, which will provide advice and guidance to those operating these accounts. The responsibility for corporate accounts managed outside the communications and engagement team lies with the teams that established them.  

1.4    Relationship to other policies and legislation
There are other related Hertfordshire and West Essex ICB policies that all employees should be aware of before undertaking any social media activities. The key linked policies that this policy should be read in conjunction with are:
· Information governance policy
· Bullying and harassment policy
· Disciplinary policy and procedure
· Freedom of information policy
· Freedom to speak up policy
· Safeguarding policy
· Confidentiality and security of information policy
· HBLICT email and internet policy.

Legislation that applies to social media includes General Data Protection Regulation (GDPR), Data Protection Act 2018, the Human Rights Act 1998 and the common law duty of confidentiality.

1.5	Purpose and scope
This policy applies to the professional use of social media on behalf of Hertfordshire and West Essex ICB, as well as employees’ personal use of social media.  It applies to all staff employed by the ICB, or who are associated with, or representing the ICB, including Board members, those on temporary or honorary contracts, secondments, bank staff, students and independent contractors. 
The purpose of this policy is to:
· provide guidance for staff on appropriate, compliant and safe use of social media when representing the ICB using either corporate social media accounts, their own professional social media accounts or in a personal capacity
· ensure staff are aware of their responsibilities in relation to social media and the effect that social media can have on the ICB’s reputation and working practices
· set out expectations and requirements so that ICB staff use social media in a way that complies with relevant legislation, policies and procedures
· ensure transparency so that audiences can distinguish official corporate ICB information from the personal opinions of staff or representatives.
Scope
This policy makes explicit reference to those platforms where the ICB currently has a main
social media presence: Facebook, ‘X’ (formerly known as Twitter), Nextdoor, LinkedIn
and YouTube. However, it applies to all social networking platforms including, message 
boards, chat rooms, online forums and social networking sites including (but not limited to) Instagram, Snapchat, TikTok and WhatsApp. Given the image-led nature of social media, 
the policy also includes advice and guidance on taking photographs or making films of 
colleagues, patients, or the public.  
[bookmark: _2.0__Roles]
2.0 	Roles and Responsibilities
2.1	The following definitions apply in the context of this policy:
	Role
	Responsibilities 

	Information Governance Forum
	For sign off of policy and procedure

	Chief Executive – Accountable Officer
	

	Chief of Staff
	As lead for Governance and Communications and Engagement

	Deputy Chief of Staff, Comms and Engagement 
	Organisational lead for communications and application of the policy

	Line managers
	To ensure staff are aware of the policy, its principles and that people follow the policy

	All staff
	To follow the policy



2.2	Implementation
This policy will be made available on the HWE ICB intranet. All staff need to be aware
of this policy and we will achieve this by promoting it through internal communications
and engagement channels including ICB Weekly, staff briefings, directorate meetings, 
senior manager meetings and updates and the staff partnership forum. We will also raise awareness through the corporate induction programme.

There is no specific associated training with this policy but the communications and
engagement team will be happy to provide briefings to directorates or teams on request. 

2.3	Monitoring
The communications and engagement team regularly monitor corporate ICB social
media accounts and other stakeholder and community social media accounts for the
purpose of connecting with the people we serve, understanding topics of concern and
importance, and responding to queries.

Members of ICB staff are asked to bring any concerns about social media use to the
communications and engagement team.  Where needed, and depending on the nature of 
the particular issue, the communications and engagement team will bring concerns to the 
attention of the corporate governance or nursing and quality teams (including 
safeguarding, patient safety or patient feedback). 

[bookmark: _3.0_Content_–][bookmark: guidance]3.0	Guidance on the personal and professional use of social media 
3.1 When using any social media account, including a personal account
a) Employees are personally responsible for the content they publish on social media and
should be aware of the effect their actions may have on their own reputation as well as the ICB’s reputation and that of the wider NHS. Staff should be mindful that what they publish may be shared widely and rapidly, will be public for a long time and is not easy to delete or withdraw once published. This also applies to ‘liking’, replying to or sharing others’ posts. 

b) When online, staff should use the same principles and standards of common sense, clarity and civility that they would apply to communicating in any way. 

c) Employees should be aware that the ICB may be able to see content and information
posted or shared by employees through their own social media accounts. Employees should use their best judgement and should not post material that is either inappropriate or harmful to the reputation of the ICB, its employees, or the wider NHS.

d) Although not an exhaustive list, some specific examples of unacceptable or prohibited social conduct could include:


· criticising or arguing with colleagues online in a way that could be categorised as bullying or harassment
· discussing a patient or sharing any information about the care an individual is receiving
· making defamatory, inappropriate or offensive comments about individuals (whether employees, patients or organisations) and using personal insults or obscenities
· using generally intimidating or offensive language including making any comments that could be perceived to be racist, misogynistic, homophobic or other forms of hate speech which may unwittingly cause offence and constitute unlawful discrimination
· making comments which are contrary to the values of the NHS  
· posting images that are inappropriate or linking to inappropriate content, using either text, imagery or video material, including images of the workplace and NHS logos
· engaging in any conduct that would not be acceptable in the workplace.

e) Staff should show proper consideration for others' privacy, and topics that may be 
considered controversial or inflammatory, such as politics and religion, should be 
approached with sensitivity.

f) When posting on corporate accounts or personal accounts, employees must not publish, post or release any information that is business confidential, sensitive or not for public knowledge. This includes:
· disclosing confidential information about an individual (such as a colleague or patient), or the ICB
· using the ICB’s internal workings (such as particular working relations with partners or colleagues, or future business plans that have not yet been communicated to the public)
· posting photos that contain visible documents or monitor screens in the background which may contain sensitive information about individuals etc.

g) Defamatory statements about the ICB or its partners will be treated as a disciplinary
offence and handled in accordance with the ICB’s disciplinary policy.

The meanings of defamation are all related to the effect that the communication has upon its subject by way of the effect it has upon society or the community generally; it can be considered defamation in the following cases:
· it is a discredit to the person
· it causes the regard in which the subject is held by others to be lowered
· it causes the person to be shunned or avoided
· it causes the person to be the subject of hatred, ridicule, or contempt.

h) All access (business and personal) to social networking systems using ICB equipment is logged and stored electronically for forensic investigation purposes.

i) Personal online activity that violates the ICB’s policies could result in disciplinary action.

j) Personal social media use should not interfere with employees’ day to day work and responsibilities, or bring the NHS into disrepute. The use of social media networks or personal blogging of online written or video content is permitted within reason, but please refer to the email and internet policy for further advice.

k) Corporate ICB social media accounts must be kept separate from personal accounts.

l) Social media networks and other types of online content may generate media attention or legal questions. Employees should refer these enquiries to the ICB’s communications and engagement team.

3.2 Following and sharing
· ‘X’ users are encouraged to like or share content from the ICB profile
· Facebook users are encouraged to ‘like’, comment and share ICB posts.
· Nextdoor users are encourage to ‘like’ and comment on ICB posts.
· Users are encouraged to follow - and share – stakeholder and partner posts which are appropriate, relevant and will not bring the organisation into disrepute. If a user is uncertain about the appropriateness of following a particular account, they should seek advice from the communications team.
Note: liking and commenting on posts helps to make them more prominent in social 
media fields so colleagues’ support can help to boost the ICB’s social media presence.
3.3 	When using a corporate social media account or professional staff account or a corporate account on which you have identified yourself as an employee of the ICB:
a) Staff should follow the rules of political impartiality expected of NHS employees and should not use corporate social media accounts or professional staff accounts to comment on government decisions or to show support for any one political party or party candidate

b) Staff should follow pre-election guidance in use of social media in the run-up to local or national elections

c) When using third party photographs, videos, or graphics (i.e. anything that the ICB has not produced itself) in content that you are generating, staff should be aware of the rules and legislation concerning copyright and intellectual property and only use images for which they or the ICB has the necessary permissions. If unsure, do not publish or seek advice or support from the communications and engagement team

d) If employees encounter a situation relating to the ICB or NHS while using social media that threatens to become antagonistic, they should disengage from the dialogue in a polite manner and seek the advice of a manager or the communications and engagement team

e) ICB staff who are members of a professional body are advised to use the appropriate professional body’s guidance when setting up and using a personal or professional social media account.

3.4 	Dealing with prolific and/or consistently negative users
The ICB reserves the right to not respond to posts by members of the public or stakeholders on social media if they are abusive, offensive, excessively prolific or consistently negative. Offensive content will be deleted, reported, or hidden if possible. If content (including comments) on one of our posts is misleading or spreads misinformation, the communications and engagement team reserve the right to delete it.  
We will take action to block access to our social media accounts if a user frequently posts abusive, offensive, defamatory or discriminatory material.  

[bookmark: _4.0__Using]4.0  Using social media during a system response to an incident
4.1	The ICB ‘likes’ and ‘follows’ the social media output of other Category 1   responders, (such as the police, other NHS bodies, local councils, fire and rescue etc.) as well as formal and informal community groups, so that as part of our regular social media work, we will become aware of incidents and any statements made by these organisations. During an incident we will follow any relevant online updates (e.g. by monitoring a given hashtag) so as to be aware of the public reporting of events as they unfold, and public sentiment.
4.2	The process of warning and informing the public and stakeholders during an incident needs to be undertaken regularly and relatively frequently and will be guided by decisions made in the incident’s communications cell.  Any information shared must be from an agreed and reliable source, co-ordinated and consistent with statements from the other bodies involved, e.g. NHS England, the police, the county council, national government or the fire and rescue service. The communications team will ensure social media posts carry agreed, brief key messages, linking to a single web page that holds useful up to date information for the public. That site might be run by the ICB or by an appropriate partner organisation.
4.3	Senior ICB staff and representatives with personal or professional social media accounts should be aware that their roles will lead some people to assume that they have additional insight into an incident, or that they know “what is really going on”. Their social media posts during an incident may attract more interest than usual.  Staff who do want to share agreed key messages and information in the event of an incident should like or share posts from the ICB account with no additional comment. 
[bookmark: _5.0__Content]4.4	As referenced in 4.2, there will be a single landing page for all information relating to the incident, set up either by the ICB or a partner organisation. To ensure consistency, all staff, including senior staff, should only link to that page.
[bookmark: photo]5.0	Photographs and filming
Photographs of people taken at our events or on other occasions can help illustrate our work effectively to internal and external audiences.
Photographs should only be taken with the subject’s permission. This can be obtained in one of three ways:
· A specific written consent form (Appendix1) must be completed and signed by the person being photographed, or by the parent/guardian of anyone under 18.
· A photography opt in/opt out section can be added to a signing in or registration sheet, and can be brought to the attention of everyone attending on arrival.
· The chair of an event or meeting can ask attendees if they mind being photographed and the photographer will need to respect those who have opted out. 
· 
People must be made aware that photographs, once taken, may be used by the ICB (and potentially by ICS system partner organisations) in internal or external publications, including online on social media channels and our website.

[bookmark: safeguard]6.0 	Safeguarding
During the course of your work, you may get involved in online conversations with, and the promotion of, engagement opportunities with children, young people and vulnerable adults. The use of social media introduces a range of potential safeguarding risks to these groups, and for transparency and safeguarding reasons, staff should only engage with young people for work purposes through ICB official channels, not their own personal accounts. 
Most children, young people and adults use the internet positively, but sometimes they, and others, may behave in ways that pose a risk. Potential risks can include, but are not limited to:
· online bullying
· grooming, exploitation, or stalking
· exposure to inappropriate material or hateful language
· the vulnerable person giving away personal details, which can be used to locate them, harass them or steal their identity
· coercion into illegal activity, such as distributing illegal content or hate crime
· indoctrination into ideations and encouraged into terrorist activities
· encouraging violent behaviour, self-harm or risk taking
· people's wellbeing not being promoted, as their views, wishes, feelings and beliefs are not taken into account.

6.1 	Reporting safeguarding concerns in relation to online activity
Any content or online activity which raises a safeguarding concern must be reported to the ICB safeguarding lead, or alternatively through ‘Freedom to Speak Up’ routes. Information about these can be found on the ICB’s intranet. 
Report any online concerns as soon as identified so that law enforcement and child/adult safeguarding agencies can take urgent steps to support the person, if needed. Where a child, young person or adult is identified or perceived to be in immediate danger, dial 999 for police assistance.
If you have concerns about a breach in the terms of service for a particular platform, e.g. participation of underage children, nudity in images, use of unsuitable language, grooming, stalking, or messaging that could lead to terrorist activities etc. you should report this to the social media service provider.
If you have concerns about, or suspect a colleague is using the internet or social media in a way that raises safeguarding concerns, including accessing concerning sites which promote radicalisation, or accessing illegal materials, you should report this activity to your line manager and the safeguarding team so that they can consider if any further action is needed.
You should report any online harassment or abuse in the course of your duties or from other employees to your line manager and the human resources team. They will consider what further action should be taken to keep yourself and others safe. Do not place yourself at risk and engage in risk-taking behaviour on social media.

6.2	Steps you can take to promote safety online include:
· Don't target/or engage with children who are likely to be under the minimum requirement age for the social networking service that you are using. This is usually 13 years but can vary by platform so check the terms and conditions of that site.

· Don't accept 'friend' requests from anyone you suspect to be underage.

· Avoid collecting, and don't ask users to divulge, any personal details, including home and email addresses, school information, home or mobile numbers.

· You should not use any information in an attempt to locate and or meet a child, young person or vulnerable adult, that is not required for your job.

· The Sexual Offences Act (2003) created an offence of meeting a child following sexual grooming. This makes it a crime to befriend a child on the internet or by other social media means and to arrange to meet or intend to meet the child or young person with the intention of abusing them.

· Be careful how you use images of children, young people or adults in social media content - photographs and videos can be used to identify them to people who wish to groom them for abuse. Photographs of children can only be used with the permission of their parents or carers.

· Consider using models, stock photography or illustrations. 

· If a child, young person or adult at risk is named, do not use their image.

· If an image is used, do not name the child, young person or adult at-risk.

· Where necessary obtain parents'/carers/guardians or Lasting Power of Attorney’s written consent to film or use photographs on web sites.

6.3	Safeguarding Yourself
In addition to the behaviours outlined above if you are using corporate or personal social media accounts for work related activity, you should also:
· Ensure that your privacy settings on your professional account are set up so that personal information you may not want to share is not available to members of the public

· Choose an appropriate picture or image as your profile picture on your professional social media account

· Only use your work profile and contact details (email or telephone) for your work related activity. They should not be used on a personal account, including LinkedIn

· Seek advice from your line manager or the communications and engagement team if you are unsure

· Do not engage in intimate or sexual conversations or share intimate, compromising, sexual, indecent, pornographic or socially offensive images or material.
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Appendix 1
HWE ICB image consent form
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Appendix 2

Equality Impact Assessment and Health Inequality Impact Assessment
Equality Analysis

	Title of policy, service, proposal etc. being assessed: 

	Social media and media engagement policy



	What are the intended outcomes of this work? 
The Policy to be ratified and adopted by the ICB.


	How will these outcomes be achieved? What is it that will actually be done? What is it that the proposal will stop, start or change?

	Who will be affected by this work? e.g. staff, patients, service users, partner organisations etc. If you believe that there is no likely impact on people explain how you’ve reached that decision and send the form to the equality and diversity manager for agreement and sign off

	

	Evidence 

	Impact Assessment Not Required 
This proposal does not start, stop or change a policy, procedure or practice that could result in a differential impact on individuals or groups where their protected characteristic status would be relevant. A full equality impact assessment is not required and there is likely to be sufficient information for decision makers to be able to show Due Regard, as required by the Equality Act 2010. 

Paul Curry, Equality and Diversity Lead, 10 November 2024 
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Hertfordshire and West Essex Integrated Care Board 

Content consent form







This form is designed to explain why we capture and use content such as quotes, stories, images and voice recordings of adults and children and can be used to record individual’s consent for this process.



We sometimes capture quotes, stories, photographs, recordings or video footage. This content may appear in our printed publications/publicity materials, on our websites and social media and/or those of other organisations within our Integrated Care System (ICS)* or the NHS.



We may also send this content to the news media, who may use them in printed publications and on their website, store them in their archive, and share them with other media organisations or agencies who we are partnered with to deliver our work. When we submit images, video, voice recordings and information to the media, we have no control on when, where, if or how they will be used.



The content we capture will be of activities that show children / service users / patients / day services / health or council staff / organisations in a positive light. The content will not be associated with negative, distressing or sensitive issues to do with an individual’s welfare or that may cause offence or embarrassment. It is the responsibility of staff to ensure that consent is obtained from parents / guardians / social workers, and that children or vulnerable adults who are at risk or cannot have their photograph taken for legal or social reasons, are not included.



Please note that our website can be viewed throughout the world, not just in the United Kingdom where UK law applies. In giving your consent, you understand that the images may be used in both printed and electronic form.



We will take all reasonable measures to ensure content is used solely for the purposes for which it is intended. However, we cannot guarantee this and take no responsibility for the way content is used by other websites or publishers, or for any consequences arising from their use.



How long we will keep your information

Your information will usually be kept for six years. After this time, it will be destroyed but maybe preserved for historical interest.



What we will do with your information

The information you give us will be held by the communications team of Hertfordshire and West Essex ICB and will only be used to promote our initiatives in a positive way.



We will not share this information with a third party not outlined in this form or use it for any other purpose.



This form will be kept in a password-protected file. Images will be held in accordance with the General Data Protection Regulation (GDPR), Data Protection Act 2018, the Human Rights Act 1998 and the common law duty of confidentiality. 



To give your consent, please complete the table below in full, then sign and date the form where shown, and fill in any other relevant information.



You can withdraw consent at any time by emailing Hweicbenh.communications@nhs.net. The data controller is Hertfordshire and West Essex ICB and the copyright of the content will belong to us. If you withdraw your consent, please be aware that it will not be used in future publications but may continue to appear in publications or webpages already in circulation.





Delete as appropriate to indicate your consent for the following:



		

		To be used on our websites, social media or other publicity materials

		To be used on the website, social media or other publicity materials of other NHS organisations or organisations within our ICS*

		To be shared with 
external media, agencies or organisations who we are partnered with to deliver our work



		Image or video of yourself or your child

		Yes / No

		Yes / No

		Yes / No



		Your name and job title (if applicable) and/or child’s name

		Yes / No

		Yes / No

		Yes / No



		Quotes/interview/case study

		Yes / No

		Yes / No

		Yes / No









Your details, please print in full:



		Name:





		

		Job title 

(if applicable):

		



		Signature:

		

		Name of child(ren)

(if applicable):



		



		Date:

		

		Contact phone number and email address:





		








FOR INTERNAL USE



		Name of person capturing images/information:



		

		Phone number:

		



		Event name, location, and date:





		

		Email address:



		











The Hertfordshire and West Essex ICB communications team can be contacted at:


Communications team

Hertfordshire and West Essex ICB

Charter House
Parkway
Welwyn Garden City
AL8 6JL 

Tel: 01707 685140

Hweicbenh.communications@nhs.net 











* including Hertfordshire and West Essex ICB, the East of England Ambulance Service NHS Trust, Essex County Council, East and North Hertfordshire NHS Trust, Hertfordshire County Council, Hertfordshire Community NHS Trust, Hertfordshire Partnership University NHS Foundation Trust, Essex Partnership University NHS Foundation Trust, Princess Alexandra NHS Hospital Trust, West Hertfordshire Teaching Hospitals NHS Trust and the district and borough councils in Hertfordshire and west Essex, a full list can be found at https://hertsandwestessexics.org.uk/ics/ics-partner-organisations 
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